
 

 

 
 
 

 

Download date: 22. May. 2023

This version of the article is stored in the institutional repository DHanken

The zero trust supply chain

Collier, Zachary A.; Sarkis, Joseph

Published in:
International Journal of Production Research

DOI:
10.1080/00207543.2021.1884311

Publication date:
2021

Document Version
Peer reviewed version, als known as post-print

Link to publication

Citation for published version (APA):
Collier, Z. A., & Sarkis, J. (2021). The zero trust supply chain: Managing supply chain risk in the absence of
trust. International Journal of Production Research, 59(11), 3430-3445.
https://doi.org/10.1080/00207543.2021.1884311

General rights
Copyright and moral rights for the publications made accessible in Haris/DHanken are retained by the authors and/or other copyright owners
and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with these rights.

            • Users may download and print one copy of any publication from Haris/DHanken for the purpose of private study or research.
            • You may not further distribute the material or use it for any profit-making activity or commercial gain
            • You may freely distribute the URL identifying the publication in DHanken ?

Take down policy
If you believe that this document breaches copyright please contact us providing details, and we will investigate your claim.

https://doi.org/10.1080/00207543.2021.1884311
https://harisportal.hanken.fi/en/publications/32bcced3-6d22-423a-a5dc-f2b1612b0f6b
https://doi.org/10.1080/00207543.2021.1884311


 
 

This is the post-print version (author’s manuscript as accepted for publishing after peer review but prior to 
final layout and copyediting) of the article: 
Zachary A. Collier & Joseph Sarkis (2021) The zero trust supply chain: Managing supply chain risk in the 
absence of trust, International Journal of Production Research, DOI: 
https://doi.org/10.1080/00207543.2021.1884311 
Readers are kindly asked to use the official publication in references. This version is stored in the 
Institutional Repository of the Hanken School of Economics, DHanken. 

 
 
 
The Zero Trust Supply Chain: Managing Supply Chain Risk in the Absence of Trust 
 
Zachary A. Collier1*, Joseph Sarkis2,3 
 
1 Department of Management, Radford University, Radford, VA, 24142, USA 
2 Robert A. Foisie School of Business, Worcester Polytechnic Institute, Worcester, MA, 01609, USA 
3 Hanken School of Economics, Humlog Institute, Helsinki, Finland. 
* Corresponding author: zcollier@radford.edu  
 

Abstract: The modern supply chain is characterized by an ill-defined and porous perimeter, allowing entry 
points for potential adversaries to intercept sensitive information and disrupt operations. Such supply chain 
attacks are increasing in frequency and their impacts can be costly to an organization. Trust between supply 
chain partners is commonly thought to be a risk management tool, where increasing trust results in reduced 
risk. However, increased trust may actually expose the supply chain to more risk, not less. In this paper, we 
propose the concept of the zero trust supply chain. Originating in the field of information technology and 
cybersecurity, a zero trust philosophy assumes that all actors and activity are untrusted. In contrast to 
perimeter-based security, which attempts to keep adversarial actors out, a zero trust-based security posture 
assumes that adversaries are already inside the system, and therefore imposes struct access and 
authentication requirements. In this paper, we map zero trust concepts to the supply chain, and discuss the 
steps an organization might take to transition to zero trust. We set forth a research agenda by examining 
zero trust through the lens of several organizational theories and propose a number of research propositions.     
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1. Introduction 
 
The global supply chain is vulnerable on multiple fronts, and in some sectors, it is under constant attack. 
For example, in telecommunications, the trustworthiness of the supply chain for 5G network components 
has raised high-level national security concerns (Donahue, 2020; Schneier, 2019). Counterfeit goods 
entering the supply chain can pose serious safety and health risks in sectors such as microelectronics (Collier 
& Lambert, 2020; DiMase et al., 2016) and pharmaceuticals (Outterson & Smith, 2004). When it comes to 
food safety, the supply chain plays a key role in reducing harmful contaminants in the food we eat (Conrad 
et al., 2012). Moreover, malicious “supply chain attacks” can occur when an actor infiltrates a company’s 
information technology (IT) system through an outside partner or vendor. Such attacks have arisen from 
vulnerabilities exploited through a company’s vendors, which can include anyone from software vendors 
to utilities providers. An estimated 56% of companies have experienced a breach caused by one of their 
vendors (Korolov, 2019).  
 
Once inside the perimeter of the system, attackers can gain control of critical infrastructure systems, send 
out malicious software updates, and gain access to unauthorized data (Donahue, 2020; Zelonis, 2019). Other 
supply chain threats include terrorism, sabotage, piracy, theft, and industrial espionage (Fiksel et al., 2015). 
In short, “every part of the supply chain can be attacked” (Schneier, 2019). 
 
One of the tools in the supply chain manager’s toolbox for reducing risk is trust. In particular, trust and risk 
are generally assumed to be inversely related—as trust in one’s supply chain partners increases, risk 
decreases, and vice versa (Fawcett et al., 2012; Laeequddin et al., 2010). High trust supply chain 
relationships are characterized by open information sharing, mutual skill enhancement, joint strategy 
development, and joint problem solving (Fawcett et al., 2012). Besides risk reduction, the tangible benefits 
realized from trust include: 

• Reduced cycle times (Handfield & Betchel, 2002) 
• Lower transaction costs associated with verifying partner performance (Kwon & Suh, 2004) 
• Higher levels of buyer satisfaction (Ghosh & Fedorowicz, 2008) 
• Increased supply chain resilience (Collier et al., 2015) 
• Increased speed and decreased red tape in deal making (Marcy et al., 2020) 
• Building collaborative alliances, which without trust they otherwise cannot be built or sustained 

(Fawcett et al., 2012). 

Trust is clearly an important “non-balance sheet asset”, so much so that Hart and Johnson (1999) proposed 
the aspirational concept of total trust. While their particular context was between consumers and businesses 
rather than between supply chain partners, the same idea can theoretically be applied to this latter setting, 
defining total trust as a “belief, confidence, and faith” by a consumer that a company will always act in a 
way that is fair, reliable, competent, and ethical, and would never act opportunistically toward its customers 
(Hart & Johnson, 1999). Total trust in the supply chain might involve a belief that one’s suppliers, 
customers, and other parties across the supply chain will never act in a way that exposes a company to 
unnecessary risk. 
 
The question arises as to whether a total trust philosophy could be achieved across the modern, global 
supply chain. Unfortunately, as supply chains continue the trend of transforming from linear and vertical 
to complex, dynamic, hyper-connected, and closed-loop webs, it becomes more difficult to maintain 
visibility and traceability (DiMase et al., 2016; Kelly & Marchese, 2015). Modern supply chains often 
involve multiple industry sectors, complex networks of distributors, brokers, retailers, and other actors, all 
buying from and selling to each other—creating an enormous attack surface in the process, with countless 
attack points for malicious actors who are continuously acquiring new tactics and techniques (Stone, 2019). 
Therefore, in light of poor traceability and the rapidly evolving threat landscape, and the fact that 



 
 

organizations might not even know the identity of their supply chain partners over internet platforms, it 
does not seem likely that a total trust strategy is feasible. In terms of supply chain security, Villasenor 
(2013) warns, “trust should not be assumed.”  
 
If total trust is not a feasible strategy, what might be an alternative? One solution is to move to the polar 
opposite of total trust and adopt the philosophy of zero trust. Taken from the IT security community, the 
starting assumption of zero trust is that you can’t trust any user or any device on a computer network by 
default, and so there needs to be strict policies and processes in place to authenticate users and protect 
critical data resources. In a zero trust paradigm, one assumes a “guilty until proven innocent” security 
posture. This might seem overly harsh at first. But in such a pervasive risk landscape, supply chain risk 
management policy measures should consider the worst possible scenario (Donahue, 2020).  
 
In this paper, we explore the concept of zero trust as an epistemological shift in supply chain thought. While 
the idea has begun to gain traction, (e.g., Palli, 2020; Lopez, 2020; Paulsen, 2020), a detailed exploration 
of the application of zero trust principles to supply chain security has not yet been developed. In this case 
we extend the IT concept of zero trust to the supply chain; implementation considerations are also presented. 
Some research investigation and theoretical perspectives are presented; setting both a theoretical foundation 
and series of research propositions for a research agenda. 
 
 
2. What is Zero Trust? 
 
Before we can explore the topic of zero trust, we must first briefly explore the topic of trust itself. A large 
and diverse body of literature exists on trust across many disciplines, including psychology, sociology, 
economics, supply chain management, marketing, and computer science. Laeequddin et al., (2010) 
compiled a table of numerous definitions of trust spanning several decades of literature. A widely-cited 
definition of trust is “the willingness of a party to be vulnerable to the actions of another party based on the 
expectation that the other will perform a particular action important to the trustor, irrespective of the ability 
to monitor or control that other party” (Mayer et al., 1995). Trust typically involves a dyadic relationship 
between a trustor and a trustee, and is related to a subjective state of positive expectations held by the trustor 
that the trustee will perform specific actions aligned with the interests of the trustor (Nickel & Vaesen, 
2012; Holma, 2012; Das & Teng, 2001).  
 
The supply chain literature has defined trust in a variety of ways, including a “belief that one’s supply chain 
partner will act in a consistent manner and do what he/she says he/she will do” (Spekman et al., 1998); and 
as the “reliability and consistency between different levels of the supply chain” (Chan, 2003). Trust “reflects 
the confidence of one party in a two-way relationship that the other party will not exploit its vulnerabilities” 
and in partnerships involves the mutual forebearance of opportunistic behavior (Ghosh & Fedorowicz, 
2008; Inkpen & Currall, 2004). Different schools of thought exist on how to frame trust, and Poppo et al. 
(2016) identifed two main frameworks. The first is calculative trust, most closely associated with 
Transaction Cost Economics, where trust is framed as a calculative, risk-based construct (see also Suh & 
Kwon, 2006; Gambetta, 2000; Williamson, 1993). The other framework is that of relational trust, most 
closely aligned with sociological theories, which assumes “social embeddedness” and is concerned with 
analyzing the beliefs of the parties (Holma, 2012; Möllering, 2003; Molm et al., 2000; Granovetter, 1985). 
A salient element of this social embeddedness is the dynamics of power between supply chain partners 
(Cox et al., 2001; Cox, 1999). Trust has also been explored in the context of computer security, for instance 
to determine how to grant access to restricted data or systems (Huang & Nicol, 2009; Manchala, 2000). 
 
This brings us to the concept of zero trust, which was first coined in the IT security research community in 
a series of reports written by John Kindervag (2010a, 2010b, 2011). The motivation for zero trust came 
about from trends and concerns faced by security professionals which are strikingly similar to those 



 
 

mentioned above with respect to the global supply chain. Whereas in the past there were well-defined 
borders around a network’s perimeter, today’s IT infrastructure is part of an “extended enterprise”, which 
is a dynamic and organic “ecosystem of customers, clouds, service providers, partners, supply chains, and 
empowered users” (Kindervag, 2011). As the borders morph and become fuzzy, the attack surface grows, 
presenting malicious actors with ample points of attack. Moreover, in this extended enterprise, controlling 
the behavior of users on the network becomes nearly impossible, including actors like business partners 
and contractors who may be well-intentioned but may inadvertently present openings for attackers 
(Kindervag, 2011).  
 
The National Institute of Standards and Technology (NIST), in a Special Publication entitled Zero Trust 
Architecture, summarized the motivation for zero trust: “A single enterprise may operate several internal 
networks, remote offices with their own local infrastructure, remote and/or mobile individuals, and cloud 
services. This complexity has outstripped legacy methods of perimeter-based network security as there is 
no single, easily identified perimeter for the enterprise. Perimeter-based network security has also been 
shown to be insufficient since once attackers breach the perimeter, further lateral movement is unhindered.” 
(NIST, 2020, page 1).  
 
These emerging realities led Kindervag to conclude that the prevailing concept of trusted networks and 
untrusted networks no longer applied: “In Zero Trust, all network traffic is untrusted” (2010a). In a zero 
trust environment, the assumption is that an attacker is already present on the network, so instead of granting 
trust implicitly, a zero trust approach uses a decision making algorithm to grant access on a per-request 
basis (NIST, 2020).  
 
Kindervag (2010a) outlines three main concepts underlying a zero trust strategy: 

• Ensure that all resources are accessed securely regardless of location: It is necessary to assume that 
all network traffic poses a potential threat until it has been authorized, inspected, and secured.  

• Adopt a least privilege strategy and strictly enforce access control: Each user on the network must 
be restricted to having the minimal privileges necessary to perform their job, and access to sensitive 
resources is strictly controlled.  

• Inspect and log all traffic: To ensure that users granted network access are not behaving badly, 
traffic must be logged, inspected, and acted upon in real-time.  

In summary, zero trust is not a particular technology or network configuration, but instead is a new 
paradigm for thinking about trust and security (Kindervag, 2010a). It is a philosophy which encompasses 
an “end-to-end approach to enterprise resource and data security” (NIST, 2020). Based on the assumption 
that no user or device on a particular network can be trusted implicitly, regardless of whether the network 
traffic originates from the enterprise’s network or externally, zero trust establishes a set of guiding 
principles and policies for making per-request, trust-based authentication and authorization decisions, based 
on continuous, fine-grained data collection and monitoring. Zero trust is a defensive posture. 
 
The parallels between the challenges faced by network security personnel and supply chain managers are 
clear. The system boundaries, whether of an IT network or a supply chain, keep blurring as the world 
becomes more interconnected. In fact, just as Kindervaag (2011) describes the extended enterprise with 
respect to IT infrastructure, Spekman and Davis (2016) use the term extended enterprise to describe the 
situation within a supply chain where there is an increased focus on outsourcing, reliance upon and 
relationship-building with suppliers and customers, and business processes which cross traditional 
enterprise boundaries. These shifting boundaries give malicious actors numerous points of entry to cause 
havoc once inside the perimeter, with the potential to steal proprietary information and disrupt operations 
(Spekman & Davis, 2016). The result in both contexts is a crisis of trust. At least in the IT world, zero trust 



 
 

has been proposed as a new way of thinking about how to manage risk in the absence of trust. In the 
following section, we attempt to map zero trust principles from the IT context to the global supply chain.  
 
3. How Does Zero Trust Apply to the Supply Chain? 
 
Implementing a zero trust IT architecture requires an enterprise-wide cybersecurity plan involving 
operational policies regarding the relationships of networked components, workflow planning, and access 
policies (NIST, 2020). Similarly, implementing a zero trust supply chain involves developing an enterprise-
wide supply chain security plan and policies regarding the relationships of upstream and downstream 
stakeholders, flows of materials, information, and finances, and access-transaction policies.  
 
Before explaining how such policies can be developed and implemented, it is necessary to establish a 
conceptual mapping between zero trust principles as they exist within an IT network context and zero trust 
principles applied to a supply chain. While there are many parallels between these two domains, it is 
important to acknowledge that there are also many differences. The supply chain is not simply a technical 
system. For instance, there is much more of a focus on processes, people, and relationships in a supply 
chain. Moreover, the supply chain is more complex than an IT system. A supply chain relies partially upon 
an IT system for the transferal of information among partners, where that IT system itself is provisioned 
and sustained by a supply chain of its own. In the following discussion, it is important to recognize that we 
are reasoning by analogy, in which we attempt to translate the relationships between concepts from one 
domain to another (Gentner, 1983). Accordingly, there will not be a perfect one-to-one correspondence 
between all zero trust concepts mapped from IT systems to supply chains. Despite this, the value in drawing 
this analogy is to highlight the areas of overlap with the goal to derive practical insights and spur new areas 
of research in supply chain management.  
 
First, zero trust in an IT network is about protecting resources, where a resource may include data and 
services, as well as means to access such resources such as printers, computers, Internet of things (IoT) 
actuators, and so on (NIST, 2020). The analog of supply chain resources are materials, information, and 
financial capital which each flow across the supply chain. Access points for these resources may include IT 
systems, physical distribution, storage, and transportation systems.  
 
Second, zero trust for IT networks involves an authentication and authorization of assets. These assets 
represent physical devices—computers, tablets, phones, integrated machinery, especially given the advent 
of Industry 4.0 technologies—or systems which send requests for access to network resources. A user may 
be responsible for sending an access request from an asset, or the asset may be automated.  A supply chain 
asset is an actor, either internal or external to the enterprise, which is requesting access to a resource. This 
request may be through a device—or other integrated supply chain infrastructure equipment or goods—or 
directly from one actor to another. An example is a transfer of finished products from the loading dock of 
a manufacturer to a truck for transportation.   
 
Third, zero trust in an IT network is about securing communications—the transmission of data. In a supply 
chain, zero trust means securing materials, information, and financial flows. 
 
Fourth, zero trust promotes the shift from perimeter-based security to zero trust security. For an IT network, 
the perimeter of the enterprise was traditionally defined by a firewall (NIST, 2020). In the supply chain, a 
clear perimeter is not as easy to define. One could define a perimeter as consisting of only resources and 
assets owned by the firm itself, but the boundary begins to blur when factors like contractors, outsourcing, 
commercial-off-the-shelf (COTS) systems, and partnerships are considered. A simple distinction can be 
made between enterprise-owned and non-enterprise-owned assets and resources, however, the problem 
with a perimeter-based security posture is that once adversaries have breached the perimeter, the system is 
vulnerable to attack from within. Accordingly, a zero trust view of the supply chain should assume that 



 
 

attackers are already present within the supply chain, whether the particular segment is enterprise-owned 
or not.  
 
Flowing from these basic assumptions are several tenets of a zero trust strategy. NIST (2020) lays out seven 
tenets. From the standpoint of strategy, operations, and tactics, the assumptions listed in Table 1 are high-
level strategic objectives. Tenets tend to mid-level tactical and operational objectives, see Table 2. Tactics 
involve the implementation of specific policies, procedures, or technologies. 
 

[Table 1 near here]. 

[Table 2 near here]. 

 
It is important to consider a stakeholder perspective of zero trust in supply chain setting. Each stakeholder 
group functions as a potential source of risk; but will also be impacted by a zero trust environment. For 
example, suppliers can introduce risk through insecure software systems or products, or through poor 
security practices which allow for malicious actors to gain unauthorized access to firm resources. Similarly, 
the stakeholder categories of customers, employees, competitors, and regulatory/government organizations 
can all represent sources of risk—see Figure 1. Zero trust is not just an organizational concern - multiple 
stakeholders will be influenced across organizational boundaries.  

[Figure 1 near here]. 

Finally, it is important to make a distinction between zero trust and distrust. Several authors have 
operationalized trust as a subjective probability assessment by the trustor that the trustee will act in a way 
that is aligned with the trustor’s interests (Gambetta, 2000). In this framing, trust can take values from 1 
(representing complete trust) to 0 (representing complete distrust). However a subjectively assessed trust 
value of 0 is not the same as zero trust. Zero trust is a new philosophical approach to trust, not a simple 
numeric value. Whereas traditional views of trust assume that trust is an asset and seek ways to build trust 
in relationships, zero trust views trust as a liability. An example of this can be seen in the practice of 
information sharing. Whereas in a traditional framing of trust, information sharing is a strategy for building 
trust and strengthening relationships (Fawcett et al., 2012), zero trust is focused on making per-request 
access decisions based on the principle of least privilege, effectively sharing as little information as is 
absolutely necessary (NIST, 2020; Saltzer & Schroeder, 1975).  
 
 
4. The Organizational Transition to Zero Trust 
 
4.1. The Transition Process 
 
Once the decision is made to adopt a supply chain zero trust policy, the task of transitioning the assets, 
policies, and procedures of the enterprise and its supply chains begins. Since zero trust is a mindset rather 
than a specific one-time project, the transition and implementation process can be incremental (Kindervag, 
2010b). However, this approach may depend on the business environment. The transition speed 
contingently varies from incremental to “cold-turkey”. Either way, it is important that zero trust concepts 
are integrated into future planning processes and decisions. The journey from a perimeter-based approach 
to a zero trust approach may include a hybrid mode stage—as incremental improvements are 
implemented—this stage may go on for an indefinite period of time (NIST, 2020). The transition process 
introduces both practical considerations as well as areas of potential research.  
 



 
 

From a practical perspective, the transition process for supply chain zero-trust involves a series of important 
steps (adapted from NIST, 2020). The basic steps of the transition process along with important guiding 
questions for the supply chain include: 

• Identify Supply Chain Actors: What is the boundary of the supply chain—determining which actors 
are internal and external? Who are the supply chain actors—including suppliers, customers, and 
internal employees? What are their supply chain roles? What permission and access levels are 
required for each user class or individual? Is there a way to determine whether some actors are 
more important, or pose a greater relative risk?  

• Identify Supply Chain Assets: What supply chain materials, information, and systems belong to the 
enterprise? Are there non-enterprise actors, systems, and technologies that interact with and support 
the supply chain? 

• Identify Business Processes: What are the general business processes associated with the 
organizational mission? Which business processes are in place within the enterprise related to trust? 
Can the processes be mapped? What processes are contractually mandated for non-enterprise actors 
to follow? What are the key processes and key suppliers involved in those processes?  

• Evaluate Risks and Develop Policy: What are the risks posed to the enterprise by the identified 
actors, assets, and processes? What criteria are used to prioritize actors, assets, and processes for 
potential zero trust implementation? What actors, assets, and processes most impact the overall 
business objectives? Where might the enterprise gain the largest benefit from implementing zero 
trust? Who is the organizational decision maker(s)? What decision tools exist to facilitate such 
decisions?  

• Identify Candidate Solutions: After identifying a particular candidate—or portfolio of candidates—
for zero trust implementation; what related actors, assets, and processes are likely affected by a 
transition to zero trust? What specific zero trust policies and procedures can be implemented to 
achieve security objectives? Can the solution be implemented in-house or must it be implemented 
by a vendor? Does the solution align and integrate with existing processes and systems? What new 
requirements will internal employees and external actors, such as vendors, face? Is new training 
required? 

• Deployment and Monitoring: How will the zero trust solution be rolled out—all at once, 
incrementally, or a mixed strategy? Can implementation be completed in a “pilot mode” before full 
rollout? What data is required or needs collection as rollout occurs? What metrics should be used 
to evaluate success? Are there means of reverting back to an earlier system configuration if an 
aspect of the implementation was not successful? What is the process for identifying and fixing any 
glitches that might occur? 

• Expanding Zero and Improving Trust: How can the enterprise devise an iterative process which 
cycles through these steps, building upon previous successes and learning from previous failures? 
How can the enterprise transition toward zero trust in an incremental and manageable manner? 
What is the process for adjusting priorities and incorporating learning? How can the organization 
apply a “continuous improvement” philosophy to deployment? 

 

In terms of avenues for potential research related to the transition process, research questions and 
propositions could be framed for each stage of the technology and programmatic transition process in Figure 
2 (Sarkis and Sundarraj, 2000).  The diagram essentially posits, in more detail, similar issues and stages 
mentioned above, from a strategic planning perspective.  This would include making sure that corporate 
and cross functional strategic issues related to zero-trust are considered. For example, marketing, finance, 
and operations would have different relationships with the supply chain and each would have to consider 
these relationships strategically and whether zero trust needs implementation. The next stages are more 
technical in nature, developing details about process, configuration, and evaluation for effective 



 
 

programmatic adoption. Implementation and post-implementation monitoring are the final two stages, with 
loops back to earlier stages, depending on whether any alterations to strategy, process, or configurations 
may be needed. Many of the questions posited in this section can help guide the stages and feedback 
associated with this model.  

[Figure 2 near here]. 

The model in Figure 2 is generic. Complicating this analysis is the fact that supply chains are very different 
from one another across companies and industry sectors. Even within a company, different business lines 
may require different supply chain strategies (Simchi-Levi et al., 2013). Supply chains vary according to a 
wide array of factors identified in the literature, including demand volatility, product standardization, and 
replenishment lead time (Christopher, Peck, & Towill, 2006; Christopher & Towill, 2002), geographic 
dispersion and channel governance (Stock et al., 2000), types of goods and services provided (Saunders, 
1998), characteristics of the product life cycle (Fisher, 1997), dyadic power relationships (Cox et al., 2001), 
supply chain maturity (van der Meulen, 2017), and cultural differences (Sako, 1997; Sako & Helper, 1998). 
The recognition that “one size does not fit all” has led to the need to take a differentiated approach to supply 
chain management (Simchi-Levi et al., 2013; Beck et al., 2012), and the transition to zero trust will similarly 
require a differentiated approach, especially when an organization may have multiple supply chain types. 
Zero trust may be appropriate for a certain business line within an organization, while inappropriate for 
another. Thoughtful prioritization and tailoring of zero trust implementation will require taking a risk-based 
approach, considering factors such as the product and/or service criticality, supplier relationships, and the 
overall strategic goals of the organization.  
 
Given the number of potential technological and programmatic constraints and requirements, some of 
which may conflict, a suite of approaches from the field of systems engineering exist for exploring tradeoffs 
between system requirements, collectively referred to as trade space analysis (Parnell, 2016). Specifically, 
the requirement for zero trust may have unexpected effects and relationships with other requirements (e.g., 
efficiency, resilience, reliability, responsiveness, flexibility). Some of these relationships may be inverse 
relationships – implying that there may be costs associated with zero trust implementation. Trade space 
analysis, coupled with decision making methodologies such as multi-criteria decision analysis (MCDA) 
can be used to optimize the design space, which in many cases can be too large and computationally 
complex to consider manually (Linkov et al., 2012).  
 
Proposition 1: The requirement for zero trust may impact other system requirements in unexpected and 
complex ways. The methods leveraged in systems engineering, including requirements analysis, trade space 
analysis, and decision modeling, can be used to tailor, structure, and facilitate the implementation of zero 
trust in the supply chain.  
 
4.2. How Close to “Zero” Counts as Zero Trust?  
 
As described above, the transition to zero trust may require an incremental and iterative approach, guided 
by cost-benefit considerations to guide the application of zero trust policies and procedures to the elements 
of the supply chain that will yield the largest benefits. In general, researchers applying principles of 
economics to cyber security and risk reduction investments point out that there may be a point where the 
marginal benefit of security is less than the marginal cost of implementing it, in which case it is not 
economically justified (Gordon & Loeb, 2002). When calculating the return on security investment for 
various levels of risk management in software engineering (Heitzenrater et al., 2016) and cloud computing 
(Schilling & Werners, 2013), it was found that increasing security investments yield decreasing marginal 
returns.  
 



 
 

In Figure 3, the dashed line represents total costs associated with zero trust implementation. These costs 
include investment costs as well as costs incurred due to potential inefficiencies, such as reductions in 
efficiency and responsiveness. There will also be costs associated with the necessary collection, storage, 
and monitoring of data. If the transition to zero trust is incremental (Kindervag, 2010b), then a reasonable 
assumption is that an organization will first target “low-hanging fruit”, or aspects of their supply chain 
which will be relatively inexpensive and easy to transition. We therefore hypothesize that the cost of moving 
from a perimeter-based security posture to a zero trust posture will be superlinear, however empirical case 
studies are warranted to verify this assumption and to determine the exact shape of the cost curve. This may 
be a function of the organization’s risk aversion, as well as on the starting point of the transition (i.e., how 
much time and effort have been invested in achieving the current state of the supply chain along the 
spectrum depicted in Figure 3). 
 
Proposition 2: Marginal increases in zero trust policies and procedures yield diminishing returns.  At some 
point it is not economically justifiable to implement further zero trust policies and procedures.  
 
Therefore, one important decision in the transition process is to determine what point on the zero trust 
spectrum is satisfactory. An organization’s progress from perimeter-based security to zero trust will result 
a spectral transition. Stage 1 is a perimeter-based security approach, where zero trust principles are not 
implemented or are only nominally implemented. As the organization transitions, it enters Stage 2, the 
hybrid stage, where some zero trust procedures are implemented and others are not yet implemented. At 
Stage 3, the organization has successfully implemented zero trust strategies to the point where it is 
potentially no longer economically feasible to continue further. Finally, Stage 4 is the pure zero trust 
organization, where zero trust is fully integrated into all policies, procedures, and the overall business 
strategy (Figure 3). It is possible that in some cases, “almost-zero trust”, or even the “hybrid” state is 
sufficient to meet organizational goals.  
 

[Figure 3 near here]. 

 
5. A Research Agenda for Zero Trust Theory Development 
 
Although risk and security in supply chains has gained increased attention over the past couple decades, 
zero trust has not been studied. There exist many avenues for theoretical development and research; two 
research propositions have already been stated related to the process of systemically engineering zero trust 
into the organization and the relationships between costs and benefits.  
 
Research can include further conceptual development of principles, evaluations using field and case studies 
to help advance theory, empirical studies to determine preparation and extant of zero trust-like practices, 
and formal analytical modeling insights including decision analysis, simulation, game theoretic, and 
optimization approaches. 
 
Following Sarkis et al. (2011)—who described the application of a number of organizational theories to the 
topic of green supply chain management—we outline how various leading organizational and motivational 
theories can be used as a lens through which to frame, study, and propose research questions about a zero 
trust supply chain. These theoretical perspectives can set the foundation for many types of studies, but 
provide initial insights into important theoretical propositions that can be developed for study.  Some 
exemplary propositions appear after the overview. 
 
We have selected ten theories, listed in Table 3 in alphabetical order: Diffusion of Innovation Theory, 
Expectancy Theory, Institutional Theory, the Relational View, the Resource-based View, Resource 



 
 

Dependence Theory, Signaling Theory, Social Exchange Theory, Stakeholder Theory, and Transaction 
Cost Economics. We briefly describe the theory and pose potential research questions in Table 3; the 
research questions provide a foundation for a research agenda along multiple dimensions.  
 

[Table 3 near here]. 

 
Given the breadth of the topics and dimensions associated with zero-trust for the supply chain, various 
theories can provide significant insights predictively on what might occur in a zero-trust environment. We 
have listed a number of them. Unfortunately, it is not clear that zero trust practice is diffuse, although it 
may be strategically important to organizations.  Thus, hybrid trust approaches are more likely. The first 
outcome of this observation is a very general, and very needed research proposition: 
 
Proposition 3: Multiple theories can be used to explain and study various zero trust phenomenon.  The 
epistemological and ontological characteristics supporting a particular theoretical lens require 
investigation.  This theoretical lens can help to predict potential outcomes associated with adoption and 
then management of zero-trust in the supply chain environment. 
 
One of the emerging themes arising across several of these organizational theories is the reflexive nature 
of zero trust and the organizational environment. To take the institution theory lens as an example, it is 
possible that the prevailing institutions—laws, regulations, rules, norms, cultures, and values—both 
influence the design, implementation, and adoption of zero trust, and are influenced by zero trust as well 
(Garrido et al., 2014; Peng et al., 2009). A similar situation could be envisioned in terms of the firm’s 
resources dependencies, sources of relational rents, or of the various stakeholders in stakeholder theory.  
 
Proposition 4: Given the reflexive nature of supply chain based zero-trust, the adoption of zero-trust will 
likely influence its environment and the environment may influence zero-trust programs. In these cases the 
interaction mechanisms to help manage this environment in the supply chain need further elicitation. 
 
The successful transition to zero trust will depend on tailoring the implementation strategy to the specific 
organizational and industry realities and constraints which exist. Considerations include the nature of the 
industry dynamics and power relationships. For example, if the adopting organization is a monopoly, 
upstream and downstream adoption will be more likely than if there are many small competitors, none of 
which enjoy much market power. Similarly, the organization must take into consideration the bargaining 
power of its suppliers and customers. The methods used to influence partners will vary as a function of 
these internal and external factors, and may include contractual stipulations on one hand, and negotiations 
and persuasion on the other. The starting point from which the transition to zero trust begins will also 
influence the transition process. This includes not only the supply chain maturity, but also the degree to 
which the organization embraces learning, innovation, and continuous improvement. Previous success with 
quality, sustainability, risk management, and other improvement programs may facilitate the successful 
transition to zero trust, however an area for future research would be to investigate the preconditions and 
attributes of success across these various organizational initiatives.  
 
Another factor which potentially influences the successful transition to zero trust may be the disposition of 
the organization with respect to new technology adoption. Patterson et al. (2003) proposed several 
antecedents to technology adoption in the supply chain, including organizational size, 
centralized/decentralized nature of the organizational structure, organizational performance, degree of 
supply chain strategy integration, inter-organizational factors, and environmental uncertainty. The 
perspective of zero-trust as a technological rather than organizational or behavioral solution, may need 
investigation.  But, it may require that this ‘innovation’ is more complex with stronger social and 



 
 

organizational environmental characteristics due to the ‘trust’ in the title. A socio-technical perspective on 
diffusion may be the most effective way to study this issue methodologically.  
 
Proposition 5: Given the complex interaction of zero-trust in the supply chain as a technological, 
organizational, and behavioral concern, the influences and relationships amongst these dimensions need 
investigation—preferably from a systemic and systems perspective. Depending on the environment each 
may play a varying role. Theoretical suppositions are necessary to provide explanations or predictions for 
various dimensions of zero-trust management. 
 
In particular, the behavior of agents influences the trust in the buyer-supplier relationship. In the supply 
chain, there is always a risk that one partner will act opportunistically, which according to transaction cost 
economics, is characterized by an agent seeking self-interest with guile (Williamson, 1993). Opportunistic 
behavior—typically viewed as contradictory to trust—occurs when a partner is motivated by self-interest 
and seeks to achieve gains at the expense of their partners through fraudulent, deceitful, or obfuscating 
actions (Das & Rahman, 2010).  
 
Poppo et al. (2016) describe two views of trust – calculative trust and relational trust. Taking a calculative 
perspective, more aligned with transaction cost economics, actors weigh the costs and benefits of complying 
with business agreements versus engaging in opportunistic actions, whereas relational trust is focused more 
on the various actors’ beliefs about the relationship and its norms, and is more aligned with institutional 
theory, the relational view, and social exchange (and social capital) theory. Gelderman et al. (2020) explain 
that for an action to be properly opportunistic, it must be in violation of some existing norm within the 
relationship. Therefore, if there is no prior relationship based on trust, opportunism, by definition, cannot 
arise (Spekman & Davis, 2016). Therefore, somewhat paradoxically, hackers and terrorists can be thought 
of as acting honestly, since their stated goal is to disrupt and destroy (Spekman & Davis, 2016). Therefore, 
more research is needed on the implications that a zero trust supply chain has on opportunistic behavior. 
 
Proposition 6: In a true zero trust environment, opportunism cannot arise, since there is no pre-existing 
trust which can be betrayed.  
 
Finally, an area for future research is the relationship between zero trust and so-called “trustless” 
technologies such as blockchain. These topics are both emerging issues related to trust that can be 
investigated simultaneously to advance both and potentially different ways to address trust.  
 
Blockchains are “trustless” in that there are mechanisms in place by which all parties in the system can 
reach a consensus on the canonical truth. There is some disagreement as to whether blockchains are in fact 
“trustless”, or merely shift the trust away from intermediaries and to other parties such as the software 
developers, the blockchain miners, and the governance process (Bratspies, 2019; Chohan, 2019; Gucluturk, 
2018). A more accurate way to describe blockchains is not as “trustless,” but as built on the basis of 
distributed trust – users are trusting everyone in aggregate. Power and trust are distributed—or shared—
among the network’s stakeholders including developers, miners, and consumers, rather than concentrated 
in a single entity or intermediary such as banks, governments, and financial institutions.  
 
Saberi et al. (2019) discuss the implications for the use of blockchain technology in supply chains, 
speculating that the trustless transaction environment could have dramatic impacts on the buyer-supplier 
relationship. Moreover, they imply that theories of trust stemming from social exchange theory, transaction 
cost economics, and resource dependency theory may need to be reevaluated in light of a trustless 
marketplace. The interaction and use of blockchain for zero trust management in the supply chain is a clear 
and overlapping area of study. 
 



 
 

Proposition 7: Zero trust and trustlessness are related but distinct concepts, and the potential for research 
exists with respect to whether or not they can be implemented in conjunction with one another. What has 
been learned in trustless blockchain technology can be investigated in zero trust and vice versa.  
 
6. Conclusions 
 
In this paper, we have introduced the concept of the zero trust supply chain, and have proposed a number 
of research propositions to help advance a research agenda in this new area of inquiry. We borrow from the 
zero trust philosophy in cyber and information technology security and apply it to the supply chain context.  
The analogy is clear as the supply chain becomes more digitized, but it is not only the digital and 
information flows that need to be controlled, but products, materials, processes, and practices throughout 
the supply chain that can cause an organization’s reputation, in addition to effective delivery of products or 
services, to falter.  
 
An organization’s supply chain performance is critical to competitive advantage.  Making sure the 
organization can manage effectively means limiting risk, disruptions, and maintaining high quality services 
and goods. Resilience of supply chains has become a paramount issue given the systemic risks and fragility 
faced by organizations and societies. Zero trust practices and philosophy can aid in making sure that the 
supply chain is secure and resilient to disruptions and malicious activity.  
 
The zero trust environment can be utilized for many aspects of supply chain management including 
sustainability, corruption, counterfeit materials and products, and low quality practices that can hurt the 
reputations of organizations. Major supply chain actors have been pressured by consumers, communities, 
and other stakeholders to have more sustainable products and services, especially environmental and 
socially sustainable products (Mena and Schoenherr, 2021). In fact, companies may have reputational hits 
and lose competitiveness if an organization deep within its supply chain has unsustainable practices such 
as polluting sensitive environmental regions or practicing socially detrimental practices such as forced labor 
or blood diamonds (Gouda and Saranga, 2021). Thus, some organizations can take on a zero trust policy to 
help them reduce—with the goal of eliminating—the reputational and image risk concerns from deep within 
their supply chain. Decision makers in this environment can determine whether sensitive region or supply 
chain zero trust monitoring and practices should be applied for specific dimensions such as corruption or 
the aforementioned environmental or cybersecurity concerns.   
 
Specific actual exemplary cases where a zero trust supply chain environment may have saved lives, the 
environment, money, or organizational reputation and competitiveness include: 
 

Safety and health concerns such as the Mattel case with toys tainted with lead paint (Gilbert 
and Wisner, 2010; Hora et al., 2011). 
 
Financial losses that totaled up to $300 Million due to cyberattacks from within Maersk’s 
supply chain from a financial document for filing tax returns (Milne, 2017). 
 
Slave labor and environmentally poor farming practices associated with cocoa supply chains 
has hurt the reputation of many cocoa users and various regions with calls for zero 
deforestation cocoa as an emerging governance requirement (Carodenuto, 2019). 

 
Many such practical examples exist. Research issues and managerial concerns will likely vary and be 
dependent and differentiated on context. Thus, having a zero trust environment will require significant 
planning and implementation. The benefits include continuous operation, high quality products and 
services, and cleaner and more ethical delivery of products and materials. Whether it is worth, or even 
possible, to operate at a level of pure zero trust is an open question and a critical managerial decision with 



 
 

tradeoffs to be considered. Like the goal of zero waste, supply chains can likely never fully reach zero trust 
(Leroux, 2011). However, zero trust can be a goal that can help to ensure that the supply chain increases 
security and minimizes risk exposure. Similar to quality, a “continuous improvement” mindset can help 
drive organizations in the right direction, regardless of the ultimate level of trust achieved. 
 
While there may be benefits to adopting a zero trust model, zero trust is not a silver bullet that will solve 
every problem within the supply chain. All business transactions presuppose some amount of trust, and 
there may be challenges in shifting from a supply chain model grounded on trusted relationships to a zero 
trust model. One such challenge may be alienation and pushback from existing suppliers, especially those 
with whom a strong trust relationship has previously been built. New suppliers may be more reticent to 
enter into agreements with a firm employing a zero trust strategy as well, although more research is needed 
in this area to understand the buyer-supplier dynamics resulting from zero trust.  
 
As mentioned, implementing zero trust, just like any other program within an organization, requires 
funding, and therefore a zero trust program must compete with other internal initiatives. Just like security, 
resilience, and risk management programs, it is difficult to determine a return on investment since the 
benefits are measured in terms of avoided costs rather than additional profit. Making the business case for 
financing zero trust will involve convincing leadership that it is prudent to borrow against the estimated 
costs of potential future losses (Agrawal & Church, 2013). Additionally, since zero trust requires fine-
grained, continuous monitoring and per-request access decision making, there may be negative impacts on 
the responsiveness of the supply chain. Firms who implement a strategy based on a quick and responsive 
supply chain will need to balance the benefits of implementing zero trust against any reductions in speed.   
 
This paper adds a new philosophical perspective to the supply chain risk management and trust literature – 
reframing trust as systemic, rather than dyadic.  There are substantial opportunities for further investigation 
and development. We posit this potential development from both practice and theoretical perspectives, with 
theoretical research in both empirical and analytical fields.  Practitioners can build these resilient supply 
chains with a variety of practices; researchers can further develop these ideas and investigate what may or 
may not work.  There will be industry, product, and process implications, as well as vulnerability and risk 
considerations in implementation. Some areas of research are mentioned below.  
 
One area for future research is with respect to temperament. Just as individuals have differing dispositions 
toward trust, so too may organizations have various levels of trust propensity and risk aversion. More 
research is needed to explore just how this dispositional attitude toward trust, as well as avoidance of risk, 
factors into the decision to implement zero trust, and how zero trust may be implemented considering these 
dispositional attitudes.  
 
Another area for research is to investigate the relationship between zero trust and contract design. Contracts 
are important because they are often highly contested and because they constitute a power relationship 
between parties (Cox & Thompson, 1998). Contracts increase initial transaction costs, but set the ground 
rules for new partnerships where trust may not yet exist or where trust is limited (Ghosh & Fedorowicz, 
2008). However, the nature of the contractual relationship needs to be “fit for purpose”, based on situational 
factors such as power relationships, asset specificity, and whether the relationship is adversarial or 
collaborative (Cox & Ireland, 2002; Cox, 1996). The ideal form of contractual relationship and contractual 
provisions under a zero trust environment requires further investigation, as well as the interplay between 
power, contracts, and zero trust.  
 
The discussion of zero trust has mainly focused on trust in the buyer-supplier relationship. However, as 
mentioned above, there are many other stakeholders in the supply chain, such as customers. An area to 
explore is the zero trust relationship between the company and customers, for example in the management 
of reverse logistics.   



 
 

 
Finally, analytical approaches are needed regarding how trust can be modeled and simulated. Pentrack et 
al. (2015) developed a probabilistic model for trust of microelectronic components based on measures of 
confidentiality, integrity, and availability. Outkin et al. (2019) developed a game theoretic model to quantify 
trust based on an attacker-defender model. However, more research is needed to create generalizable 
models of supply chain trust based on methodological fields such as game theory, decision analysis, and 
probabilistic risk assessment. Such models and simulations could allow organizations to war-game various 
supply chain strategies, from hybrid approaches to zero trust.  
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Table 1: Zero Trust Assumptions 
Assumptions for IT systems (NIST, 2020, 
p. 8) 

Assumptions for supply chains 

The entire enterprise private network is not 
considered an implicit trust zone. 

The entire supply chain is not considered an implicit 
trust zone. 

Devices on the network may not be owned 
or configurable by the enterprise. 

Infrastructure (physical and IT) critical to supply 
chain functions may not be owned or configurable by 
the enterprise. Actors requesting access to resources 
may be internal or external to the enterprise. 

No resource is inherently trusted. No supply chain actor is inherently trusted. Per-
request authentication is required to access supply 
chain resources.  

Not all enterprise resources are on 
enterprise-owned infrastructure. 

Not all supply chain resources will interact with 
enterprise-owned systems or users (e.g., remote 
users, COTS systems, cloud services). 

Remote enterprise subjects and assets cannot 
fully trust their local network connection. 

Enterprise users cannot fully trust the local (i.e., non-
enterprise owned) transactions of materials, 
information, and finances. 

Assets and workflows moving between 
enterprise and nonenterprise infrastructure 
should have a consistent security policy and 
posture.  

Consistent security policies and postures should be 
applied to al materials, information, and finances 
flowing between actors in the supply chain.  

 
  



 
 

Table 2: Tenets of Zero Trust with Analogs to the Supply Chain 
Tenets (NIST, 2020) Tenet Description (NIST, 2020) Application to Supply Chain 
1. All data sources and 
computing services are 
considered resources. 

“A network may be composed of multiple classes 
of devices. … Also, an enterprise may decide to 
classify personally owned devices as resources if 
they can access enterprise-owned resources.” 

All upstream and downstream actors in the 
supply chain are considered components of 
the supply chain. Actors can range from 
the smallest to the largest agents; any entity 
that uses or supports the supply chain from 
the smallest commodity part manufacturer 
to the largest OEM assembler. 

2. All communication is 
secured regardless of 
network location. 

“Network location alone does not imply trust. … 
In other words, trust should not be automatically 
granted based on the device being on enterprise 
network infrastructure. All communication should 
be done in the most secure manner available, 
protect confidentiality and integrity, and provide 
source authentication.” 

All material, information, and financial 
flows are secured, regardless of supply 
chain location. Any flow can cause supply 
chain disruption, all flows can be 
considered problem areas. 

3. Access to individual 
enterprise resources is 
granted on a per-session 
basis. 

“Trust in the requester is evaluated before the 
access is granted.” 

Access to individual supply chain 
resources is granted on a per-session basis.  
Each transaction needs approval with 
careful evaluation. If one transaction is 
met, it does not mean that additional 
transactions occur. 

4. Access to resources is 
determined by dynamic 
policy—including the 
observable state of client 
identity, 
application/service, and 
the requesting asset—and 
may include other 
behavioral and 
environmental attributes. 

“Policy is the set of access rules based on 
attributes that an organization assigns to a 
subject, data asset, or application. Environmental 
attributes may include such factors as requestor 
network location, time, reported active attacks, 
etc. These rules and attributes are based on the 
needs of the business process and acceptable level 
of risk. Resource access and action permission 
policies can vary based on the sensitivity of the 
resource/data. Least privilege principles are 
applied to restrict both visibility and 
accessibility.” 

Access to resources is determined by 
dynamic policy—including the observable 
state of supply chain actor identity, and 
application —and may include other 
behavioral attributes. 

5. The enterprise monitors 
and measures the integrity 
and security posture of all 
owned and associated 
assets. 

“No asset is inherently trusted. The enterprise 
evaluates the security posture of the asset when 
evaluating a resource request.” 

The enterprise ensures that all actors and 
associated infrastructure are in the most 
secure state possible and monitors actors 
and associated infrastructure to ensure that 
they remain in the most secure state 
possible. 

6. All resource 
authentication and 
authorization are dynamic 
and strictly enforced 
before access is allowed. 

“This is a constant cycle of obtaining access, 
scanning and assessing threats, adapting, and 
continually reevaluating trust in ongoing 
communication. … Continual monitoring with 
possible reauthentication and reauthorization 
occurs throughout user transactions, as defined 
and enforced by policy … that strives to achieve a 
balance of security, availability, usability, and 
cost-efficiency.” 

All resource authentication and 
authorization are dynamic and strictly 
enforced before access to supply chain 
flows and infrastructure is allowed. 

7. The enterprise collects 
as much information as 
possible about the current 
state of assets, network 
infrastructure and 
communications and uses 
it to improve its security 
posture. 

“An enterprise should collect data about asset 
security posture, network traffic and access 
requests, process that data, and use any insight 
gained to improve policy creation and 
enforcement. This data can also be used to 
provide context for access requests from 
subjects.” 

The enterprise collects as much 
information as possible about the current 
state of the supply chain, including actors, 
associated infrastructure and 
communications, and uses it to improve its 
security posture. 

 
  



 
 

Table 3: Summary of Selected Organizational Theories and Research Questions Applied to Zero 
Trust Supply Chain Evaluation 

Theory References Overview Future Research Questions 
Diffusion of 
Innovation 
Theory 

Rogers, 
1962 

Innovations are diffused across 
social systems through processes of 
communication. The process 
occurs over time and adopters of 
the new innovation can be 
categorized into groups 
(innovators, early adopters, early 
majority, late majority, laggards).  

1. What mechanisms would most effectively diffuse 
zero trust adoption, framed as an innovation, by 
organizations and throughout the supply chain? 
2. What are the benefits and/or costs of the timing of 
different adoption strategies such early adopters or 
laggards? Are there any competitive advantages on 
being an early mover? 
3. What is the security impact of a supply chain with 
actors of various levels of adoption? Is the level of 
security only as good as the weakest link?  
4. What technological, organizational, and 
environmental (TOE) factors would impact 
dissemination and adoption?  

Expectancy 
Theory  

Vroom, 
1964 

A theory of motivation based on 
effort, performance, and outcomes. 
It involves beliefs regarding 
expectancy, instrumentality, and 
valence. Supply chain partners are 
motivated to participate in 
information sharing when it is 
easily feasible to do so and if they 
value the offered rewards. 

1. How can an organization seeking to implement a 
zero trust strategy motivate employees and external 
actors to adopt new practices and what type of effort 
and rewards are provided? 
2. Will the expectation that everyone in the supply 
chain is untrustworthy decrease motivation, and 
what impact will that have on the enterprise?  
3.Is the reward of security worth the costs of zero 
trust? 

Institutional 
Theory 

Hirsch, 
1975; 
DiMaggio 
& Powell, 
1983  

External institutions exert 
pressures on the firm and influence 
organizational strategy. Institutions 
may be Formal (Laws, Regulations, 
Rules) or Informal (Norms, 
Cultures, Ethics). 

1. What institutional pressures would make a firm 
more (or less) likely to adopt a zero trust strategy? 
2. What institutional fields play a role in how zero 
trust is adopted within organizations and across the 
supply chain? 
3. How would implementing a zero trust strategy 
impact the existing institutional environment? 
Would zero trust violate the formal and/or informal 
“rules of the game” and norms? 

The 
Relational 
View  

Dyer & 
Singh, 1998 

A source of competitive advantage 
extends to interfirm relationships. 
Four key sources of relational rents 
are relation-specific assets, 
knowledge-sharing routines, 
complementary 
resources/capabilities, and 
effective governance.  

1. What is the impact of zero trust on the four 
sources of relational rents?  
2. Would assuming that your interfirm partners are 
untrustworthy adversely impact the relationships, 
and therefore the sources of relational rents? 
3. What sources play a role in zero trust 
development? 

Resource 
Based View 

Barney, 
1991 

Firms can gain a competitive 
advantage by leveraging resources 
that are valuable, rare, imperfectly 
imitable, and non-substitutable. 
Classes of resources include 
physical capital, human capital, 
organizational capital. 

1. Is zero trust itself a “resource” from the resource 
based view perspective? And if so, in what way? 
2. How would zero trust impact other firm 
resources?  
3. What firm resources would enable zero trust?  
4. How could an organization generate a competitive 
advantage through zero trust capability 
development?  

Resource 
Dependence 
Theory  

Pfeffer & 
Salancik, 
1978 

In the supply chain, organizational 
access and control over resources 
can put certain firms in a position 
of power. Firms must depend on 
and collaborate to achieve access to 
critical resources.  

1. Does resource dependence limit the application of 
zero trust?  
2. Will zero trust implementation differ depending 
on the level of resource dependence?  
3. Will highly resource dependent relationships 
allow for less rigorous applications of zero trust?  
4. Is less or more resource dependence a reason for 
zero trust? 



 
 

Signaling 
Theory  

Spence, 
1973; Ross, 
1977 

Information asymmetries often 
exist between parties. Signals are 
communicated to a receiver as a 
means of conveying particular 
information to the sender.  

1. How can zero trust be used to signal that the firm 
has a “zero tolerance” policy regarding supply chain 
security?  
2. What intentional and/or unintentional signals 
would be sent by adopting a zero trust posture?  

Social 
Exchange 
Theory  

Blau, 1964; 
Molm et al. 
2000 

Trust and affective commitment 
emerge more naturally from 
reciprocal exchanges rather than 
through negotiations and 
contractual agreements. Note that 
social capital theory is related to 
social exchange theory - social 
capital is located and built in 
relationships through social 
exchange (Koopman et al., 2015).  

1. Does a zero trust strategy erode existing social 
capital and prevent the accumulation of new social 
capital? 
2. Does zero trust require strong social capital for it 
to work? 
3. If social capital is built, can the perimeter or 
sphere of trust be extended? 
4. What effect does zero trust have on reciprocal 
exchanges?  
5. What formal and informal mechanisms, such as 
negotiations and contracts, are best suited for zero 
trust? 

Stakeholder 
Theory 

Freeman, 
1984 

Companies produce externalities 
which may affect many internal 
and external stakeholders, who 
may exert pressures on the firm. 

1. Who are the stakeholders in the supply chain, and 
how are they influenced by zero trust? How do they 
influence the design and use of zero trust? 
2. Will the stakeholder perspective help to decide 
where to draw the zero-trust perimeter? 
3. How can relevant stakeholders, such as suppliers 
(and suppliers of suppliers) be convinced to adopt a 
zero-trust strategy themselves? 

Transaction 
Cost 
Economics 

Williamson, 
1981 

Economic exchanges involve 
transaction costs, which firms seek 
to minimize. Different governance 
structures exist to minimize these 
costs. Trust is calculative and risk-
based, and parties may act 
opportunistically.  

1. Would zero trust increase transaction costs? If so, 
how much, and at what point would it no longer 
make economic sense to pursue?  
2. Could zero trust make interacting with the firm so 
burdensome that suppliers no longer want to do 
business with you? 
3. What is the tradeoff in terms of reducing 
uncertainty versus increasing bureaucracy?  
4. What “exchange hazards” would zero trust 
reduce, and which ones would it enhance?  
5. What is the impact of asset specificity on zero 
trust?  
6. What influence would zero trust have on the 
firm’s governance structure? Would it promote 
vertical or horizontal integration? 

 
  



 
 

 

 
  



 
 

 

 
 

  



 
 

 

 
  



 
 

Figure Captions 
 
Figure 1: Zero trust supply chain stakeholders and risks 
 
Figure 2: Generalized technology and programmatic transition process (adapted from Sarkis and 
Sundarraj, 2000). 
 
Figure 3: Stages of zero trust implementation. Security is represented by the solid line, and total cost is 
represented by the dashed line; an optimal location is when the benefits are increasing at a substantially 
higher rate than the costs that are incurred. 


